                      Acceptable Use of Computers, Internet and Email Policy
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As a Purchased Service Provider for Manitoba Family Services, The Freedom of Information and Protection of Privacy Act (Manitoba) and The Personal Health Information Act (Manitoba) concepts and procedures are expected of Hearthstone Community Group Inc. (HCG). These obligations are detailed in the Family Services Purchase Service Agreement, Appendix 3. 

[bookmark: _Toc500855427]2.0 AUTHORIZATION
Signature of :__Chair-David Bjornson_

Date of Approval by the Board (minutes date) : ___Sept 25, 2024___
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3.0 BACKGROUND

[bookmark: _Toc500855429]3.01 The Freedom of Information and Protection of Privacy Act (Manitoba) ("FIPPA")

HCG upholds the principles of and follows FIPPA which was proclaimed on May 4, 1998 and was extended to local public bodies, including non-profit organizations under purchased service agreements with the Province of Manitoba. 

The Board appointed the Chair as the designated head under the Act. The Chair in turn delegates their  duties and obligations under FIPPA as necessary to the General Manager or Office Manager.

FIPPA applies to all records in the custody or control of HCG. A record is defined as information recorded in any form such as written and printed records, maps, plans and audio-visual recordings, as well as information stored and retrieved electronically, such as emails. FIPPA does not cover teaching or training materials.

The purposes of FIPPA are:
a. to allow any person a right of access to records in the custody or under the control of HCG, subject to the limited and specific exceptions set out in FIPPA
b. to allow individuals a right of access to records containing personal information about themselves in the custody or under the control of HCG, subject to the limited and specific exceptions set out in FIPPA
c. to allow individuals a right to request corrections to records containing personal information about themselves in the custody or under the control of HCG
d. to control the manner in which HCG may collect personal information from individuals and to protect individuals against unauthorized use or disclosure of personal information by the organization
e. to provide for an independent review of certain decisions of HCG under FIPPA
[bookmark: _Toc500855430]3.02 The Personal Health Information Act (Manitoba) ("PHIA")

HCG is also committed to FIPPA's companion act PHIA. PHIA came into effect on December 11, 1997. 

Personal health information is defined in PHIA as recorded information about an identifiable individual relating to that person's health or health care history, the provision of health care to the individual or payment for health care provided to that individual.

Access to personal health information about someone else must be dealt with under FIPPA (unless the request is made by a person authorized to act on behalf of the other person under section 60 of PHIA). PHIA outlines rules for the collection, use and disclosure of personal health information.

The designated head under PHIA shall be the same as under FIPPA, and delegates their duties and obligations under PHIA as necessary.

The purposes of PHIA are:
a. to provide individuals with a right to examine and receive a copy of personal health information about themselves subject to the limited and specific exceptions set out in PHIA
b. to provide individuals with a right to request corrections to personal health information about themselves
c. to control the manner in which the organization may collect personal health information
d. to protect individuals against the unauthorized use, disclosure or destruction of personal health information by HCG
e. to control the collection, use and disclosure of an individual's personal health identification number
f. to provide for an independent review of certain decisions of HCG under PHIA 
[bookmark: _Toc500855431]4.0 ACCOUNTABILITY
4.01 The Chair is the designated head under FIPPA and PHIA as appointed by the Board. The Chair in turn delegates their  duties and obligations under FIPPA and PHIA as necessary to the General Manager or Office Manager.
4.02 As HCG is a service provider to the Province of Manitoba Family Services, all requests for disclosures under PHIA or FIPPA shall be vetted by the Province of Manitoba Family Services (through CSW) and HCG shall be compliant with their direction.
4.03 Should any of HCG’s policies conflict with FIPPA or PHIA, the provisions of FIPPA or PHIA shall prevail unless otherwise expressly provided for by law.
4.04 RELATED DOCUMENTS

The Freedom of Information and Protection of Privacy Act (Manitoba)

The Personal Health Information Act (Manitoba) 
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5.01 HCG values participants’ privacy and shall act to ensure that it is protected.
5.02 This policy shall be updated every three (3) years at minimum to capture our current practices and to respond to federal and provincial requirements for the protection of personal health information as detailed for Service Providers to Family Services and Licensing.
5.03 This policy details how HCG collects, protects, uses and discloses the personal health information of participants and the rights of participants with respect to their personal health information.
5.04 HCG shall make staff available to answer any participants’ questions regarding our privacy practices.
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6.01 HCG is ultimately accountable to take steps for the protection of the health records in our possession.
6.02 Participants’ information is sensitive by nature. Employees and all others in this organization who assist with or provide care (including students and locums) are required to be aware of and adhere to the protections described in this policy for the appropriate use and disclosure of personal health information.
6.03 All persons in this organization who have access to personal health information must adhere to the following information management practices.
6.03.1 Organization information management practices:
i. Access is on a need to know basis
ii. Access is restricted to authorized users
iii. Contractual privacy clauses/agreements with third parties (including cleaning and security personnel, landlords, data processors, etc.) shall be enacted if applicable
6.03.2 This organization employs strict privacy protections to ensure that:
i. We protect the confidentiality of any personal health information we access in the course of providing participants care
ii. We collect, use and disclose personal health information only for the purposes of providing care and treatment or the administration of that care, or for other purposes expressly consented to by the participants
iii. We adhere to the privacy and security policies and procedures of this organization
iv. We educate and train staff on the importance of protecting personal health information
[bookmark: _Toc405989957][bookmark: _Toc500855434]7.0 COLLECTION, USE AND DISCLOSURE OF PERSONAL HEALTH INFORMATION
7.01 HCG collects the following personal health information:
7.01.1 Identification/Contact information, including
i. name
ii. date of birth
iii. personal contacts
7.01.2 Provincial Medical Care information, including
i. Manitoba Health (health card) numbers (Family and PHIN)
ii. private medical insurance details
iii. Health information, which may include medical history
iv. Diagnosis as required to provide care
v. Medications purposes and dosage
7.02 Limits on collection:
7.02.1 We will only collect the information that is required to provide care, administrate the care that is provided, and communicate with participants. We will not collect any other information, or allow information to be used for other purposes, without the participants' express consent - except where authorized to do so by law.
7.02.2 These limits on collection ensure that we do not collect unnecessary information.
7.02.3 We share information with other service providers only if the person or decision maker signs a release to permit sharing.

7.03 Use of personal health information:
7.03.1 Personal health information collected from participants may be used by this organization for the purposes of:
i. Identification and contact
ii. Emergency contact
iii. Provision and continuity of care
iv. Historical record
v. Health promotion and prevention
vi. Administrate the care that is provided
7.03.2 When personal health information is used for purposes other than providing health care the least amount of identifying information will be used that allows us to accomplish the purpose for which the information is used.
7.04 Disclosure of personal health information:
7.04.1 Relevant personal health information may be shared with (disclosed to) other providers involved in the participants’ care, including (but not limited to):
i. Any clinicians the individual may see on a regular basis, on referral, one time visit, in a walk-in or emergency room visit. (sample list but not limited to: doctors, psychologists, psychiatrists, nurse practitioners, certified healers or Holistic practitioners, dentist, chiropractors, dietitians, physiotherapists, massage therapists, occupational therapists, Optometrists, pharmacists)
ii. Documented Substitute Decision Makers (SDM), assigned Public Trustee, assigned social workers. (Family only if they are SDM or under direct permission of the individual)
7.05 Without consent (Disclosures required or authorized by law)
7.05.1 There are limited situations where the residents attending physician is legally required to disclose personal health information without the participants’ consent. Examples of these situations include (but are not limited to):
i. billing provincial health plans
ii. reporting specific diseases under public health laws
iii. reporting abuse (child, elder, spouse, etc.)
iv. reporting fitness (to drive, fly, etc.)
v. by court order (when subpoenaed in a court case)
vi. in regulatory investigations
7.05.2 There are other situations where PHIA allows the care provider to disclose personal health information without the participants’ consent. Examples of these situation include (but are not limited to):
i. for peer review
ii. for risk and error management, e.g., medical-legal advice
iii. to a computerized health information system established by entities such as the Government of Manitoba, a government in Canada, a regional health authority. The system must be established to hold personal health information for health care purposes.
7.06 Express Consent (Disclosures to all other third parties)
7.06.1 The participants’ express knowledgeable consent (oral or written) is required before we will disclose personal health information to third parties for any purpose other than to provide care or unless authorized to do so by law.
7.06.2 Examples of situations that involve disclosures to third parties include (but are not limited to)
i. third party medical examinations
ii. provision of charts or chart summaries to insurance companies
7.06.3 Before a disclosure is made to a third party, a notation shall be made in the file that the participant has provided express consent, or a signed participants consent form is appended.
7.07 Withdrawal of consent
7.07.1 Participants have the option to withdraw consent to have their information shared with other health providers at any time.
7.07.2 Participants also have the option to withdraw consent to have their information shared with third parties.
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8.01 Safeguards are in place to protect the security of participants’ information. These safeguards include a combination of physical, technological and administrative security procedures.
8.01.1 We use the following physical safeguards:
i. Access to our offices and homes is limited to the employees and participants. There is no free public access. All visitors are approved and supervised
ii. The office has monitored alarm system with personal registered key fobs for staff. All in and out activity can be recorded. File cabinets are lockable, and the rooms in which they are housed are locked
iii. Our homes have a key/key pad system with each person having a revocable personal code. Information in the home is kept in the office and doors are locked
iv. Computer screens are positioned away from easy view and have screen blocking and locking when not in use
v. Discussions about individuals are held in meeting rooms
8.01.2 We use the following technological safeguards:
i. Computers have passwords and user authentication. Accesses are awarded and removed by administration 
ii. We have firewall software and virus scanning software
iii. Emails and faxes advise against use or forwarding to unintended recipients 
iv. Our data is backed up daily on to a 2 x redundant secure server 
v. We have secure internal email system that is only routed within Canada
vi. Participants’ names are abbreviated or initials in communication, no participant personal information is texted
vii. Personal health information is not transmitted by external email
viii. Hard drives containing personal health information are physically destroyed when computers are decommissioned
ix. Personal health information is not loaded on removable storage
8.01.3 We use the following Administrative safeguards:
i. We use secure internal document sharing software
ii. All access to records is restricted to authorized users and given on a need to know basis
iii. Staff are trained on privacy policy, retrained on a bi-yearly basis and must sign a Pledge of Confidentiality on hire. On termination, staff receive a letter reminding them that confidentiality extends past the term of employment
iv. Our fax is in a secured area
v. We use preprogrammed numbers for sensitive information
vi. We do not leave any sensitive detail on voice mails or texts
vii. We use “Contact Manager” to limit open internet access for staff
viii. We used sealed envelopes for post or courier
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9.01 We retain records for the time period recommended by Provincial Licensing (7 years).
9.02 To dispose of a health record we:
9.02.1 Maintain a log of the record destroyed including:
i. Participants name
ii. Time period covered by the destroyed records
iii. Method of destruction (shredding, hard drive wiping)
iv. Name of the person responsible for destruction
v. Witness to the destruction
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10.01 Participants (or their legal designate) have the following rights:
i. Participants or their legal designate have the right to access their record in a timely manner
ii. If a participant requests a copy of their records, one will be provided at a reasonable cost
iii. Access will only be provided upon approval of the Clinical Social Worker
iv. If the participant wishes to view the original record, one of our staff must be present to maintain the integrity of the record, and a reasonable fee may be charged for this access
v. Participants can submit access requests either verbally or in writing
10.01.1 This organization follows the following specific procedures to respond to access requests
i. We acknowledge receipt of request
ii. The request is forwarded to the Privacy Officer at Hearthstone (currently designated General Manager or Office Manager)
iii. We respond as soon as reasonably possible, no later than 30 days after receipt of the request
10.02 Limitations on access
In extremely limited circumstances the participants may be denied access to their records, but only if providing access would create a risk to that participant or to another person. (For example, when the information could reasonably be expected to seriously endanger the mental or physical health or safety of the individual making the request or another person or if the disclosure would reveal personal health information about another person who has not consented to the disclosure. In this case, we will do our best to separate out this information and disclose only what is appropriate.
10.03 Accuracy of information
We make every effort to ensure that all participants’ information is recorded accurately.
i. If an inaccuracy is noted, the participants can request changes in their own record, and this request is documented by an annotation in the record
ii. No changes will be made without the approval or authorization of the CSW
10.04 Privacy Complaints
It is important to us that our privacy policies and practices address participants’ concerns and respond to participants needs.
i. A participant who believes that this organization has not responded to their access request or handled their personal health information in a reasonable manner is encouraged to address their concerns first with their CSW
ii. Participant complaints can be made either verbally or in writing
iii. Complaint forms are available on our website at www.hearthstone-community-group.ca
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iv. Participants who wish to pursue the matter further are advised to direct their complaints to the Provincial Ombudsman
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